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Overview

• Cleanliness testing has been performed for years, 
technology now allows for more “information” than a 
simple P/F designation

• Counterfeiting components is now a worldwide 
“industry” with potentially devastating affects on 
product quality, the bottom line, and human life

• The days of eutectic (SnPb) solder use is almost over 
as RoHS and WEEE based legislation has forced a 
switch to Pb-free alternatives



Cleanliness – It’s time to evolve!

THEN – “ROSE” Testing

– IPC-TM-650, method 2.3.25C - Detection and Measurement 
of Ionizable Surface Contaminants by Resistivity of Solvent 
Extract (Feb. 2001)

– Equipment Needed – Conductivity Bridge or Ionograph

– Manual vs. Dynamic vs. Static Extraction
– Manual Extraction – “Use a general ratio of no more than 10mL : 

1cm2 of area”

– Dynamic and Static Extractions – The conductivity will rise from the 
baseline level and then gradually return or level off.  At that time, 
“No additional ionic material can be removed and the measurement 
is complete.”



Cleanliness – It’s time to evolve!

THEN – “ROSE” Testing (con’t)

• Results – Contamination level reported in µg of NaCl
equivalent / unit area

• Issues…

─ What does the result “mean”?

─ Human variation?

─ “What’s causing me to fail?”

─ “Are my boards / assemblies                                           
OK even if they pass?”






Cleanliness – It’s time to evolve!

NOW – “IC” Testing

– IPC-TM-650, method 2.3.28A – Ionic Analysis of Circuit 
Boards, Ion Chromatography Method (May 2004)

– Equipment Needed – Ion Chromatograph

– Extraction Technique

– Submersion of sample in 75/25 IPA/DI matrix within a 
heat sealed Kapak® bag

– Extraction volume – approximately 0.5mL : 1cm2 of area

– Submersion of extraction bag in a water bath 
maintained at 80°C for 1 hour



Cleanliness – It’s time to evolve!
NOW – “IC” Testing (con’t)

• Results – Levels reported in ug of ion / unit area
─ Typical Anions – F, Cl, NO2, Br, NO3, SO4, PO4

─ Weak Organic Acid Anions – acetate, formate, MSA, adipate, 
succinate, phthalate, citrate

─ Cations – Li, Na, NH4, K, Mg, Ca

• Issues…
─ What does the result “mean”?

─ Human variation?

─ “What’s causing me to fail?”

─ “Are my boards / assemblies                                                      
OK even if they pass?”



Cleanliness – It’s time to evolve!

Cleanliness Requirements

– “ROSE” testing has requirements specified in IPC J-STD-001E, 
while IC testing has no IPC established requirements

– IC requirements are typically established based on the 
“reliability” needed – Additional testing is also needed for 
confirmation purposes

– “ROSE” – IPC-TM-650, method 2.3.25C 
– For ROL0 and ROL1 fluxes, less than 1.56 ug NaCl / cm2

– For other fluxes, “a limit to be established by the manufacturer or by 
the user”



Cleanliness – It’s time to evolve!

Cleanliness Requirements (con’t)
– Ion Chromatography – IPC-TM-650, method 2.3.28A

Table 1 – Medical
Table 2 – Non-Medical

Table 3 – Non-Medical



Cleanliness – It’s time to evolve!

What can happen as a result of poor cleanliness?
– Dendritic growth, corrosion, shorts, FAILURE!



Counterfeit Components – Yikes!

coun·ter·feit, adj
─ made in imitation of something else with intent to deceive 

(Merriam-Webster)

They are definitely out there…
– From a US Dept. of Commerce’s Bureau of Industry and 

Security, Office of Tech. Eval. Report (Jan 2010)
– A survey of 387 companies from 2005-2008 found that 

39% had encountered counterfeit electronics with 
incidents rising from 3,868 in 2005 to 9,356 in 2008

– These incidents included multiple versions of DOD 
qualified parts and components and were primarily 
discreet electronic components and microcircuit products



Counterfeit Components – Yikes!

The “types” of counterfeit components

• Refurbished (a genuine component)
─ It is not “new” and might not actually work at all
─ It might not work as well as a new part
─ It might work but not have the desired “reliability”

• Relabeled
─ The original component markings are typically sanded off with a 

“blacktop” applied to cover the sanding marks
─ Markings, consistent with those of the “new” target component, 

are applied  
─ This “new” target component is of the geometry “needed” but is 

of greater monetary “value”



Counterfeit Components – Yikes!

IDEA-STD-1010-A – Acceptability of Electronic 
Components Distributed in the Open Market

– IDEA (Independent Distributors of Electronics Assoc.)

– Developed to answer the following…

– “What are quality visual examination techniques of 
electronics components traded in the open market?”

– “What is visual acceptance criteria for electronics 
components traded in the open market?”

– Designed to establish a “confidence factor” that the parts 
under test are in new / unused condition

– This is the first standard to address the topic



Counterfeit Components – Yikes!

Possible Analysis Techniques
– Conventional
– Visual Examination – Permanency and Blacktopping
– X-Ray Inspection
– Electrical Verification
– Decapsulation and Internal Examination
– Scanning Electron Microscopy / Energy Dispersive X-Ray 

Spectroscopy (SEM/EDS)
– Unconventional
– Scanning Acoustic Microscopy (SAM)
– Thermal Analysis (TMA, DSC, TGA)
– Ion Chromatography



Counterfeit Components – Yikes!
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Evaluating Tin Whisker Potential

Why test? – To determine a Pb-free tin (Sn) based finish’s 
propensity to grow whiskers

– Don’t forget other whisker types are possible, i.e. zinc (Zn), 
silver (Ag), etc…

Applicable Documents…
– JEDEC Test Methods and Standards
– JESD22A121 (July 2008)
– JESD201A (August 2008)
– iNEMI Recommendations
– Customer Statements of Work



Evaluating Tin Whisker Potential

Recommended Tests / Environmental Exposures…
• High Temperature / Humidity Storage

─ 60°C / 87%, 85°C / 85%
─ 1000, 3000, 4000 hour durations

• Low Temperature / Humidity Storage
─ 30°C / 60%, 25°C / 50%
─ 1000, 3000, 4000 hour durations

• Thermal Cycling 
─ -55°C to -40°C / 85°C
─ 1000, 1500 cycle durations

• Compression Testing



Evaluating Tin Whisker Potential

Example of Evaluation Layout



Evaluating Tin Whisker Potential

Tin Whisker Imaging via SEM



Evaluating Tin Whisker Potential

Tin Whisker Imaging via SEM



Evaluating Tin Whisker Potential

Tin Whisker Imaging via SEM



Summary

Tying things together…

– Factors with various levels of “control” affect reliability
– Process steps, product selections, and inherent material properties 

can all lead to “failure”
– Due diligence via testing / screening can eliminate unforeseen 

headaches down the road
– Cleanliness testing can provide useful information prior to and during 

production
– Component screening along with established purchasing protocols 

can minimize risk due to counterfeiting
– Research of the chosen raw materials and their properties can allow 

for predictive behaviors



For more information, please visit www.nts.com

Or contact:

Keith Sellers, Managing Scientist
keith.sellers@nts.com

John Radman, Senior Technical Director
john.radman@nts.com

(410) 584-9099

mailto:keith.sellers@nts.com
mailto:john.radman@nts.com

	Real Reliability Concerns in the Medical Electronics World
	Contents
	Overview
	Cleanliness – It’s time to evolve!
	Cleanliness – It’s time to evolve!
	Cleanliness – It’s time to evolve!
	Cleanliness – It’s time to evolve!
	Cleanliness – It’s time to evolve!
	Cleanliness – It’s time to evolve!
	Cleanliness – It’s time to evolve!
	Counterfeit Components – Yikes!
	Counterfeit Components – Yikes!
	Counterfeit Components – Yikes!
	Counterfeit Components – Yikes!
	Counterfeit Components – Yikes!
	Counterfeit Components – Yikes!
	Counterfeit Components – Yikes!
	Counterfeit Components – Yikes!
	Evaluating Tin Whisker Potential
	Evaluating Tin Whisker Potential
	Evaluating Tin Whisker Potential
	Evaluating Tin Whisker Potential
	Evaluating Tin Whisker Potential
	Evaluating Tin Whisker Potential
	Summary
	Slide Number 26

